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ABSTRACT

This article critically interrogates the future of human rights in a world
increasingly dominated by global surveillance regimes. As states and
corporations expand their capacity for data extraction, algorithmic
control, and biometric monitoring, traditional human rights
frameworks—centered on privacy, freedom of expression, and
autonomy—struggle to remain adequate and enforceable. Drawing on
interdisciplinary research across legal studies, critical surveillance
theory, and digital human rights advocacy, this study argues for a
redefinition of human rights that accounts for structural digital
oppression and transnational power asymmetries. Case studies from
China, the United States, and Brazil illustrate how surveillance
disproportionately targets marginalized communities, reinforcing
existing social and political inequalities. The novelty of this research lies
in proposing a rights framework grounded in digital justice,
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technological sovereignty, and collective protection, moving beyond
liberal individualism. This article contributes to ongoing debates on the
intersection of technology, human rights, and global governance.

Keywords Global surveillance, Digital rights, Human rights frameworks,
Algorithmic governance, Technological sovereignty

RESUMEN

Este articulo analiza criticamente el futuro de los derechos humanos en
un mundo cada vez mas dominado por regimenes de vigilancia global.
A medida que los Estados y las corporaciones expanden su capacidad
de extraccion de datos, control algoritmico y monitoreo biométrico, los
marcos tradicionales de derechos humanos—centrados en la
privacidad, la libertad de expresion y la autonomia—resultan cada vez
mas insuficientes y dificiles de hacer valer. Basado en una investigaciéon
interdisciplinaria que abarca estudios juridicos, teoria critica de la
vigilancia y activismo por los derechos digitales, este estudio propone
redefinir los derechos humanos para incluir las formas estructurales de
opresion digital y las asimetrias de poder transnacionales. Estudios de
caso en China, Estados Unidos y Brasil demuestran como la vigilancia
afecta de forma desproporcionada a comunidades marginadas,
reforzando desigualdades sociales y politicas existentes. La novedad de
este trabajo radica en la propuesta de un marco de derechos basado en
la justicia digital, la soberania tecnologica y la proteccion colectiva,
superando el enfoque liberal individualista. Este articulo contribuye a
los debates actuales sobre tecnologia, derechos humanos y gobernanza
global.

Palabras clave Vigilancia global, Derechos digitales, Marcos de derechos
humanos, Gobernanza algoritmica, oberania tecnoldgica

A. Introduction

The dawn of the twenty-first century has witnessed an
unprecedented expansion of the global technological landscape,
characterized by the rise of pervasive surveillance systems that have
fundamentally altered the relationship between the state, the
individual, and the digital sphere. From the widespread deployment of
biometric identification and facial recognition in urban centers to the
clandestine collection of bulk metadata and the predictive power of
artificial intelligence, global surveillance technologies now operate at a
scale previously reserved for science fiction. These advancements are
often justified through the dual narratives of national security and
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public efficiency; however, their growing influence poses an existential
threat to traditional understandings of privacy, security, and personal
freedoms (Lyon, 2018). As surveillance becomes "liquid," seeping into
every facet of daily life, the normative boundaries that once delineated
private life from state scrutiny are rapidly dissolving.

This technological metamorphosis has birthed a critical research
problem: the escalating tension between the rapid acceleration of
surveillance capabilities and the static nature of fundamental human
rights protections. While surveillance technologies evolve at an
exponential rate, international legal frameworks remain anchored in an
era of physical intrusion and localized monitoring. This "regulatory lag"
has created a vacuum where states and private corporations operate
with significant impunity, utilizing tools that can chill freedom of
expression and automate discrimination through algorithmic bias
(Zuboff, 2019). The fundamental question facing modern jurisprudence
is whether traditional human rights—conceived in a pre-digital age—
possess the resilience to provide meaningful protection against a global
architecture of "total visibility."

The rise of surveillance capitalism has further complicated this
tension by blurring the lines between state monitoring and corporate
data extraction. In the contemporary digital economy, personal data is
no longer merely a byproduct of communication but a primary
commodity for behavioral modification and predictive analytics (Zuboff,
2019). This private-sector surveillance often bypasses the
constitutional constraints placed on state actors, creating a "grey
market" of information where sensitive personal details are sold to the
highest bidder, including government agencies. Consequently, the
protection of human rights now requires a multi-actor approach that
addresses the complicity of technology giants in the global surveillance
assemblage.

Beyond the infringement of privacy, modern surveillance
practices exert a profound ‘chilling effect" on the exercise of
democratic freedoms. When individuals are aware—or even suspect—
that their movements, associations, and online searches are being
tracked, they are significantly less likely to engage in dissent,
participate in social movements, or explore heterodox ideas (Richards,
2013). This psychological coercion undermines the very core of the
right to freedom of expression and assembly as protected under the
International Covenant on Civil and Political Rights (ICCPR). The shift
from "targeted" to "mass" surveillance effectively treats entire
populations as suspects, fundamentally altering the presumption of
innocence in the digital age.
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Furthermore, the deployment of high-tech surveillance tools
disproportionately affects marginalized communities, exacerbating
existing structural inequalities. Algorithmic profiling and predictive
policing software often rely on historical data that reflect deep-seated
racial and socioeconomic biases, leading to "automated inequality"
(Eubanks, 2018). For these populations, surveillance is not merely a
theoretical threat to privacy but a material barrier to justice and social
mobility. International human rights law must therefore address how
technological monitoring reinforces systemic discrimination,
transforming surveillance into a tool for social control rather than
public safety.

The purpose and scope of this paper are to critically analyze the
intersection of international human rights law (IHRL) and global
surveillance, moving beyond a mere critique of privacy violations
toward a comprehensive re-evaluation of human rights in the digital
age. This inquiry seeks to explore how surveillance technologies disrupt
the exercise of rights beyond just Article 17 of the ICCPR, affecting the
right to life, non-discrimination, and due process (Kaye, 2019). By
examining the disparate impact of surveillance on marginalized
communities and political dissidents, the paper aims to propose robust
legal and normative frameworks that prioritize human rights by design.

Specifically, this study will advocate for a shift toward "positive
obligations" for states to protect citizens from both public and private
digital intrusion. The analysis will delve into the necessity of updating
the principles of legality, necessity, and proportionality to meet the
challenges posed by bulk data collection and Al-driven monitoring. By
centering the human subject in a landscape dominated by machines,
this research contributes to the ongoing debate regarding digital
sovereignty and the reclamation of the private sphere in an era of
unprecedented transparency.

The paper is organized into five subsequent sections to provide a
structured investigation of this phenomenon. Section II explores the
historical evolution of surveillance from the Cold War "intelligence
state" to the modern "surveillance assemblage.” Section Il interrogates
the normative limitations of existing IHRL instruments, focusing on the
failure of current oversight mechanisms. Section IV presents
comparative case studies of surveillance regimes, highlighting the
"normalization” of intrusive technologies in both democratic and
authoritarian contexts. Finally, Section V proposes a transformative
framework for human rights protection, followed by a conclusion that
synthesizes the paper’s findings.
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B. The Rise of Global Surveillance
1. Technological Advancements and the Proliferation of the

Digital Gaze

The contemporary surveillance landscape is defined by a
paradigm shift from "targeted" monitoring to "pervasive" digital
capture, facilitated by a convergence of high-speed computing,
ubiquitous connectivity, and advanced analytics. Central to this
evolution is the deployment of Facial Recognition Technology (FRT) and
biometric identifiers, which allow for the real-time tracking of
individuals across urban spaces with unprecedented accuracy. Unlike
traditional CCTV, these systems are now integrated with vast,
centralized databases, transforming anonymous crowds into
searchable, indexed datasets. This "de-anonymization" of the public
sphere effectively terminates the historical expectation of urban
anonymity—a prerequisite for the exercise of various civil liberties
(Lyon, 2018).

The transition toward Mass Data Collection—the harvesting of
digital footprints from social media, geolocation pings, and financial
transactions—has created a "digital twin" for every connected citizen.
This process, often referred to as "datafication,” involves the
transformation of human life into quantifiable data points that can be
tracked, analyzed, and exploited. States and corporations now possess
a granular view of private life that was previously unimaginable,
extending the reach of the state into the most intimate psychological
and social spaces of the individual (Zuboff, 2019).

The integration of Artificial Intelligence (AI) and Machine
Learning has moved surveillance from the descriptive to the predictive.
Al-driven monitoring systems can scan millions of communications or
hours of video footage to detect "anomalous" behavior or predict
potential security threats before they manifest in the physical world.
This automation of the gaze removes the human bottleneck of
traditional espionage, allowing for a continuous, low-cost, and "always-
on" monitoring regime. Such systems often rely on "black-box"
algorithms, where the logic behind a "suspicious” flag is opaque, raising
significant concerns regarding due process and the right to an
explanation (Citron & Pasquale, 2014).

Furthermore, the global proliferation of these tools is no longer
limited to technologically advanced superpowers. Through
international trade and dual-use technology transfers, sophisticated
"spyware as a service" is now accessible to a wide array of regimes, often
with little to no regulatory oversight. This democratization of
surveillance power means that even smaller states or non-state actors
can deploy tools that were once the exclusive province of the most
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funded intelligence agencies, leading to a "global arms race" in digital
suppression technologies (Kaye, 2019).

2. The Surveillance Assemblage: State and Non-State

Entrenchment

The contemporary surveillance apparatus is not a monolith of
state power but rather a complex partnership between governments
and private entities, forming what scholars term the "Surveillance
Assemblage." State Actors remain the primary drivers of mass
monitoring, frequently citing national security, counter-terrorism, and
public health as justifications for expanded powers. Under the "state of
exception" following global crises, temporary surveillance measures
have a tendency to become permanent features of the legal landscape,
leading to a "function creep” where tools designed for high-level threats
are eventually turned toward petty crime or political dissent (Amoore,
2013).

However, the technical infrastructure for this monitoring is
increasingly owned and operated by Non-State Actors, particularly the
"Big Tech" corporations that dominate the digital economy. These
companies act as both the architects of the platforms where data is
generated and as the "deputized" agents of the state. Shoshana Zuboff’s
(2019) concept of "Surveillance Capitalism" describes a market logic
where human experience is claimed as free raw material for hidden
commercial practices of prediction and sales. This economic reality
aligns perfectly with state desires for social control, as the
infrastructure of the market becomes the infrastructure of the police
state.

This blurring of lines has created a unique "public-private
surveillance partnership” where corporate profit motives facilitate
state intrusion. Data brokers occupy a lucrative niche by aggregating
information from disparate sources—ranging from credit scores to
health app logs—and selling "risk profiles” to both insurers and law
enforcement. This entanglement makes it increasingly difficult to apply
traditional constitutional protections; while the Fourth Amendment or
Article 17 of the ICCPR might restrict state intrusion, they often remain
silent on the data "donated" by individuals to private corporations
under the guise of terms-of-service agreements (Citron & Pasquale,
2014; Harcourt, 2015).

3. Transnational Networks and the Erosion of Sovereignty

Surveillance has transcended national borders through the
formation of sophisticated, multi-national data-sharing networks that
challenge traditional notions of Westphalian sovereignty. The most
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prominent example is the "Five Eyes" (FVEY) alliance—comprising the
United States, United Kingdom, Canada, Australia, and New Zealand—
which facilitates the exchange of signals intelligence (SIGINT) and bulk
metadata on a global scale. These international agreements often allow
states to bypass domestic legal restrictions; for instance, a state might
be prohibited from spying on its own citizens but can legally receive
intelligence gathered on those same citizens by a foreign partner, a
practice often criticized as "intelligence laundering" (Milanovic, 2015).

Beyond formal intelligence treaties, there is a growing trend of
Mass Data Sharing between governments and private companies across
borders. Under the guise of "Public-Private Partnerships," international
police organizations like INTERPOL increasingly rely on facial
recognition databases and social media analytics provided by private
firms that operate globally. The lack of a unified international legal
framework to govern these cross-border transfers means that data
collected under high-privacy standards in one jurisdiction may be
processed and stored in a "data haven" with no protections, creating a
normative "race to the bottom" for digital privacy rights (Taylor, 2017).

This globalized surveillance network effectively creates a
"panoptic world" where there is no "outside" to the digital gaze. The
extraterritorial reach of modern surveillance technologies means that
a citizen’s rights are no longer protected solely by their physical
presence within a state’s borders. If data is stored on a server in a
foreign jurisdiction, it becomes subject to the legal (or extra-legal)
reach of that foreign power. This creates a state of "digital vulnerability"
for political dissidents and human rights defenders who may be
targeted by their home governments through the cooperation of
foreign tech firms or intelligence agencies (Roessler & Mokrosinska,
2015).

4. The Corrosive Impact on Civil Liberties and the
Chilling Effect

The proliferation of mass surveillance has a corrosive effect on
the fundamental pillars of a democratic society: privacy, freedom of
expression, and freedom of assembly. Privacy is often the first casualty;
when the "right to be let alone" is replaced by a state of constant
visibility, the psychological sanctuary required for individual
development and autonomous thought is destroyed (Richards, 2013).
Mass surveillance creates what legal scholars call a "chilling effect":
individuals who know they are being watched are less likely to visit
controversial websites, associate with political dissidents, or express
heterodox opinions.
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This self-censorship effectively narrows the public sphere, as the
fear of being "flagged" by an algorithm silences the very voices
necessary for a healthy democracy. The "presumption of innocence" is
replaced by a "presumption of suspicion," where individuals must
curate their digital personas to avoid triggering predictive policing
alerts. This structural pressure toward conformity undermines the
diversity of thought and the robustness of public debate, which are
essential for the self-correction of democratic institutions (Macnish,
2017).

Furthermore, the impact on the Freedom of Assembly is profound
in the age of digital protest. Biometric surveillance and the tracking of
mobile phone "pings" allow states to identify every participant in a
political demonstration, even those who have committed no crime. This
"de-anonymization" of protest transforms a collective civil right into an
individual risk, deterring participation and allowing for the preemptive
targeting of movement leaders. In many jurisdictions, "social credit" or
"risk scoring" systems further penalize those who participate in dissent,
affecting their ability to travel, gain employment, or access social
services (Amoore, 2013).

Mass surveillance also facilitates a form of "digital colonization"
of marginalized communities, where technological monitoring
reinforces systemic discrimination. Algorithmic profiling often relies on
historical data that reflect deep-seated racial and socioeconomic
biases, leading to what Virginia Eubanks (2018) terms "Automating
Inequality.” For these populations, surveillance is not an abstract threat
to privacy but a material barrier to justice. The "scored society" uses
surveillance to automate the distribution of life chances, often
punishing the poor for their poverty while remaining opaque to those
it impacts.

The rise of global surveillance represents a shift in the nature of
power itself—from a power that punishes the body to a power that
manages the soul through information. The "reimagining" of human
rights in this age must therefore address not just the act of "watching,"
but the systemic "ordering" of human life that surveillance facilitates
(Galic¢ et al., 2017). Without a radical restructuring of state and corporate
obligations, the digital age threatens to become an era of "perfect
control," where the legal protections of the past are rendered obsolete
by the technological capabilities of the present.
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C. Human Rights Framework in the Digital Era
1. Traditional Human Rights Concepts: A Foundational

Review

The international human rights regime is fundamentally
predicated on the preservation of individual autonomy against the
encroachment of centralized power. Central to this architecture is the
Right to Privacy, as articulated in Article 12 of the Universal Declaration
of Human Rights (UDHR) and Article 17 of the International Covenant
on Civil and Political Rights (ICCPR). Historically, this right was
conceptualized as a "negative" liberty—the right to be let alone—
protecting the sanctity of the home, the confidentiality of paper
correspondence, and the physical integrity of the person. In a liberal
democratic framework, privacy is not merely an individual preference
but a structural necessity; it provides the psychological space required
for the development of the "self" away from the performative
requirements of the public sphere (Roessler & Mokrosinska, 2015).

Complementing privacy is the Right to Freedom of Expression
and Information, codified in Article 19 of the ICCPR. This norm ensures
that individuals can seek, receive, and impart information through any
media regardless of frontiers. In the pre-digital era, the primary threats
to this right were overt censorship or the physical seizure of printing
presses. However, the normative strength of Article 19 relies heavily on
the confidentiality of the communicative process. Without a secure
environment for discourse, the right to "hold opinions without
interference"” becomes functionally impossible, as individuals begin to
self-censor in anticipation of state monitoring, thereby eroding the
marketplace of ideas (UNESCO, 2015).

The third pillar of this traditional framework is Due Process and
the Rule of Law, which mandates that any state interference with
fundamental liberties must meet the tripartite test of legality, necessity,
and proportionality. Under Article 14 of the ICCPR, individuals are
entitled to transparency and judicial oversight regarding state actions
that affect their rights. In the context of surveillance, this originally
meant that a warrant based on probable cause was required before a
state could tap a phone line or search a residence. This procedural
safeguard serves as a critical check against the "arbitrary or unlawful"
exercise of power, ensuring that state intrusion is the exception rather
than the rule (OHCHR, 2021).

Furthermore, the principle of Non-Discrimination, as found in
Article 2 of the ICCPR, dictates that human rights must be enjoyed
without distinction of any kind, such as race, color, or social origin. In
traditional legal discourse, this meant that law enforcement could not
target specific groups for surveillance based on identity markers
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without objective evidence of criminal conduct. This principle ensures
that the burdens of state security measures do not fall
disproportionately on marginalized communities, maintaining the
"equal protection of the law" that is foundational to any democratic
social contract (International Commission of Jurists, 2022).

The concept of Bodily Integrity and Personal Liberty often
intersects with surveillance through the psychological impact of being
watched. While Article 9 of the ICCPR focuses on physical detention,
modern scholars argue that pervasive monitoring creates a "digital
cage" that restricts freedom of movement and association just as
effectively as physical barriers. The traditional framework thus
establishes a high threshold for state interference, viewing the
individual as a sovereign agent whose private thoughts and associations
are strictly off-limits to the state unless a compelling, law-bound
justification is presented (Harcourt, 2015).

2. Challenges of Application in the Digital Era

The most significant inadequacy of the UDHR and ICCPR lies in
their "analog" ontological assumptions, which are ill-equipped to
address the seamless and invisible nature of digital data flows.
Traditional human rights law was formulated to prevent physical
searches of homes or the seizing of tangible mail—actions that are
discrete and localized. In contrast, modern surveillance involves the
bulk collection of metadata—information about the "who, when, and
where" of a communication rather than its content. Because metadata
was historically viewed as less sensitive than content, it often falls into
a legal "grey zone" with lower standards for state access, despite the
fact that, when aggregated, it provides a more intrusive map of an
individual's psyche than a physical search ever could (Milanovic, 2015).

Another profound challenge is the Extraterritoriality of Data,
which complicates the traditional "jurisdictional" reach of human rights
treaties. Article 2 of the ICCPR requires a state to respect rights for all
individuals "within its territory and subject to its jurisdiction." In the
digital realm, however, a citizen’s data may be stored on a server in
another country or routed through foreign networks. This allows states
to engage in "intelligence laundering," where they receive data on their
own citizens from foreign allies, thereby bypassing domestic
constitutional restrictions. This "jurisdictional gap" undermines the
accountability mechanisms intended to limit the reach of intelligence
agencies, creating a global web of monitoring that ignores national
borders (Taylor, 2017).

The rise of Algorithmic Opacity and Predictive Policing further
challenges the "Due Process" pillar. Traditional legal remedies rely on
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the ability of the individual to know they are being targeted and to
challenge the logic of that targeting in court. However, modern
surveillance often relies on "black-box" machine learning models that
generate "suspiciousness scores" based on opaque correlations. When
the state uses these scores to justify stops, searches, or the denial of
services, the individual is deprived of the "right to an explanation,”
making it impossible to contest the legality of the state's actions. This
shift from "evidence-based" to "prediction-based" policing erodes the
presumption of innocence (Australia Human Rights Commission, 2021).

Furthermore, the Scale and Duration of digital surveillance
represent a quantitative shift that has become a qualitative change in
the nature of rights violations. Traditional surveillance was limited by
resources and human attention; digital surveillance, however, is cheap,
permanent, and retrospectively searchable. A state can store years of
data and, with new Al tools, "travel back in time" to re-examine an
individual's past associations through a new political lens. This "eternal
digital memory" eliminates the possibility of social "starting over" or
redemption, creating a permanent record that can be weaponized
against political dissidents decades after their initial activity (Richards,
2013).

The Private-Public Hybridity of the modern digital infrastructure
makes it difficult to assign legal responsibility for rights violations.
Because the state now relies on private tech corporations to provide
the tools and data for surveillance, the "state action" requirement in
human rights law is often obscured. Corporations may claim they are
merely following terms of service, while the state claims it is merely
purchasing commercially available data. This "accountability vacuum"
allows both actors to evade human rights obligations, leaving the
individual with no clear venue for redress when their digital privacy is
compromised by this surveillance assemblage (Zuboff, 2019).

3. Digital Privacy as a Human Right

There is a burgeoning international consensus that Digital
Privacy must be recognized as an essential, non-negotiable extension
of fundamental human rights rather than a mere consumer preference.
The United Nations General Assembly, through multiple resolutions
(e.g., 68/167 and 73 /179), has affirmed that the "same rights that people
have offline must also be protected online." This recognition moves
privacy beyond a "property right" over data toward a "dignity right" that
protects the individual from behavioral manipulation. Digital privacy is
thus the "enabling right" that safeguards the necessary preconditions
for the exercise of all other liberties (UN General Assembly, 2018).
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This re-conceptualization views digital privacy as a Safeguard for
Intellectual Freedom. In an environment of total visibility, the human
mind tends toward conformity; the “chilling effect" of surveillance
prevents individuals from exploring radical ideas, researching
controversial topics, or engaging in the creative experimentation
necessary for social progress. By recognizing digital privacy as a
fundamental right, international law acknowledges that "intellectual
privacy" is the wellspring of freedom of thought. Without a "right to be
unobserved," the digital citizen becomes a mere object of management
rather than a subject of their own life (Richards, 2013).

Moreover, digital privacy is increasingly seen as a Shield against
Algorithmic Discrimination. In the "scored society," privacy is not just
about hiding secrets; it is about preventing the state and corporations
from using data to "sort" individuals into tiers of worthiness. By
asserting a right to digital privacy, marginalized groups can challenge
the collection of biometric and socioeconomic data that fuels biased Al
models. This "data justice" perspective argues that privacy is a collective
social good that prevents the automation of systemic racism and
economic exclusion, ensuring that the digital transition does not
become a new era of segregation (Taylor, 2017).

Furthermore, scholars are advocating for the Right to Digital
Autonomy and Agency, which challenges the "surveillance capitalism"
model of behavioral modification. Shoshana Zuboff (2019) argues that
the extraction of "behavioral surplus" for the purpose of prediction and
control is a direct assault on human will. Reimagining privacy in this
context means asserting a right to be "unpredictable" and to live
without being nudged by invisible algorithmic architectures. This
perspective elevates digital privacy to a "constitutional" status in the
digital age, viewing it as the foundational barrier between a democratic
society and a "technocratic” one.

The recognition of digital privacy as a human right facilitates the
development of Universal Standards for Data Protection. By grounding
privacy in human dignity rather than commercial law, it provides a
stronger basis for international treaties that could harmonize disparate
domestic regulations. This "human-centric" approach prioritizes the
individual's right to control their "digital personhood" over the state's
interest in security or the corporation's interest in profit. As we move
toward a world of "Internet of Things" and neural interfaces, the legal
recognition of digital privacy as an inalienable human right will be the
primary line of defense against the total commodification of human
consciousness (Kaye, 2019).
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4. Legal and Ethical Dimensions: The Effectiveness of
Safeguards

The primary legal responses to the digital privacy crisis are
exemplified by the General Data Protection Regulation (GDPR) in
Europe and the California Consumer Privacy Act (CCPA) in the United
States. These frameworks introduce critical principles such as "data
minimization," "purpose limitation," and "the right to be forgotten."
However, their effectiveness is often curtailed by the "National Security
Exception,” which allows intelligence agencies to bypass these
protections in the name of the state. This creates a legal "bifurcation”
where the individual is protected against a small marketing firm but
remains completely vulnerable to the massive surveillance apparatus of
the state (Naqvi & Batool, 2023).

Ethically, the "Notice and Consent" Model that underpins most
current data protection laws is increasingly seen as a failure. In an era
of "hyper-complexity," it is impossible for an average user to read, let
alone understand, the intricate ways their data is shared across
thousands of third-party vendors. This "consent fatigue" results in a
"forced choice" where individuals must agree to intrusive monitoring to
participate in modern social and economic life. Ethicists argue that this
model places an unfair burden on the individual to protect themselves,
rather than placing a "duty of care" on the powerful entities that profit
from their data (Cate & Mayer-Schonberger, 2013).

Furthermore, there is a significant Legal Dilemma regarding
Private-Sector Accountability. Many surveillance tools used by states,
such as NSO Group’s Pegasus spyware, are developed by private
companies that operate across borders with minimal transparency.
International law currently lacks a robust mechanism to hold these
"privateers" accountable for the human rights abuses facilitated by their
products. This raises the ethical question of "dual-use" technology:
should companies be legally liable for the way their surveillance
software is used by authoritarian regimes to target human rights
defenders? The current lack of corporate "due diligence" standards
represents a major gap in the digital human rights framework (Kaye,
2019).

Another dimension is the Ethics of "Privacy by Design", which
proposes that privacy should be an architectural requirement rather
than a legal afterthought. This involves the use of "Privacy Enhancing
Technologies" (PETs) like end-to-end encryption and differential
privacy. However, these technologies often face legal opposition from
governments who argue they create "dark spaces" for criminals. This
creates a fundamental ethical tension between "Security through
Vulnerability"—where the state demands "backdoors" into encryption—
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and "Security through Robustness," where individual privacy is the
primary defense against both state and non-state hackers (Australia
Human Rights Commission, 2021).

Finally, the Global South and the Digital Divide introduce an
ethical dimension of "data colonialism." While the GDPR provides a high
level of protection for Europeans, many states in the Global South lack
any data protection laws, making their citizens "test subjects" for
invasive surveillance technologies developed in the North. This unequal
distribution of privacy rights creates a "global hierarchy of dignity,"
where some populations are legally protected while others are treated
as "raw data" for the global surveillance market. Addressing the ethical
dimensions of digital privacy thus requires a move toward "global data
justice," ensuring that human rights safeguards are not a privilege of the
affluent but a universal standard for all (Taylor, 2017).

D. Global Surveillance and the Erosion of Privacy

1. Case Studies: Surveillance in Authoritarian Regimes

In the contemporary geopolitical landscape, authoritarian
regimes have pioneered the "digital autocracy" model, where
technology is weaponized to ensure absolute social stability and
political survival. In China, the integration of the Social Credit System
with a pervasive network of facial recognition cameras—estimated at
over 400 million units—represents the most advanced deployment of
surveillance as a tool of social engineering. By synthesizing data from
financial records, social media behavior, and real-time biometric
tracking, the state can "score" citizens on their "trustworthiness.” This
scoring dictates access to fundamental services, such as high-speed rail
travel, quality education, or bank loans, effectively automating the
marginalization of perceived dissidents (Kostka, 2019). The surveillance
of the Uyghur population in Xinjiang further illustrates how "predictive
policing" algorithms are used to preemptively detain individuals based
on patterns of religious or cultural behavior, marking a shift toward
what scholars call "techno-totalitarianism" (Feldstein, 2019).

Similarly, Russia has expanded its SORM (System for
Investigative-Operational Activities) to centralize control over the
domestic internet, or "Sovereign RuNet." Following the 2022 invasion of
Ukraine, the Kremlin intensified its use of facial recognition to identify
and arrest anti-war protesters, often utilizing the vast network of "Safe
City" cameras in Moscow. Unlike Western models that rely on judicial
warrants, the Russian surveillance apparatus operates under a
"legalized lawlessness” where the FSB has direct, unfiltered access to
the servers of telecommunication providers. This architecture is
designed to create a "Panopticon effect,” where the constant threat of
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state visibility serves to decapitate political opposition before it can
organize (Soldatov & Borogan, 2015).

Authoritarian surveillance is not merely a domestic project but an
"exported commodity." Through the "Digital Silk Road," Chinese tech
firms like Hikvision and Dahua have supplied surveillance infrastructure
to over 80 countries, ranging from Venezuela to Zimbabwe. This global
proliferation of "surveillance as a service" allows smaller autocracies to
bypass years of technological development and move directly into
advanced digital repression. This trend creates a "normative vacuum"
in international law, as the spread of these tools is often accompanied
by the adoption of restrictive "cyber-sovereignty" laws that prioritize
state security over individual rights (Feldstein, 2019).

The psychological impact of such regimes is a profound state of
"enforced self-censorship.” When the state’s gaze is perceived as
omnipresent, the individual internalizes the presence of the censor.
This destroys the private sphere, as citizens avoid heterodox
discussions even within their own homes, fearing that smart devices or
private messages are being monitored. This total erosion of privacy
effectively eliminates the concept of the "political subject,” as
individuals are reduced to data points within a broader project of
behavioral management (Qiang, 2019).

Finally, the use of Spyware and Targeted Intrusion remains a
cornerstone of authoritarian control. Tools like the NSO Group’s
Pegasus—though developed in a democracy—have been extensively
utilized by repressive regimes to infect the devices of journalists,
human rights defenders, and opposition leaders. These tools grant the
state total access to a victim's "digital life," including encrypted
messages, photos, and microphone/camera feeds. This "surgical
surveillance" acts as a force multiplier for physical repression, as it
allows regimes to map out activist networks and preemptively strike
before dissent reaches a critical mass (Scott-Railton et al., 2022).

2. Case Studies: Surveillance in Democratic Societies
Surveillance in Western democracies operates under a
fundamentally different normative framework, yet it often falls into a
"state of exception"” where security imperatives override constitutional
protections. The Edward Snowden revelations of 2013 exposed a global
architecture of "bulk collection" by the NSA and its "Five Eyes" partners.
Programs like PRISM and UPSTREAM demonstrated that Western
intelligence agencies were systematically harvesting the metadata and
content of hundreds of millions of people worldwide, including their
own citizens. These revelations shattered the myth of "targeted"
surveillance, revealing that democracies were engaging in the same
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"total visibility" practices they publicly condemned in authoritarian
rivals (Greenwald, 2014).

The legal justification in democracies often rests on the "Secret
Law" and the interpretation of broad national security statutes. In the
United States, the Foreign Intelligence Surveillance Act (FISA) Section
702 has been criticized for creating a "backdoor" for warrantless
searches of American communications. While Western states maintain
that their surveillance is subject to "Necessity and Proportionality”
tests, the lack of transparency in "secret courts" often renders these
safeguards moot. Furthermore, the surveillance of political dissidents—
ranging from Black Lives Matter activists to climate change protesters—
suggests that democratic surveillance is frequently turned toward
protecting the political status quo rather than just preventing terrorism
(Brayne, 2020).

European democracies, while theoretically protected by the
GDPR and the ECHR, still struggle with the "securitization" of public
space. The use of facial recognition by police in London, Paris, and
Berlin has sparked intense legal battles over the "right to anonymity" in
public. In many cases, the judiciary has struggled to balance the "public
safety” argument with the "chilling effect” on the freedom of assembly.
Critics argue that the incremental introduction of these technologies
represents a "normative drift," where the population gradually accepts
levels of intrusion that would have been unthinkable a generation ago
(Lyon, 2018).

A unique feature of democratic surveillance is the "Intelligence
Laundering" within the Five Eyes network. By sharing data across
borders, states can bypass domestic laws that prohibit spying on their
own citizens. For example, the GCHQ (UK) might monitor US citizens
and share that data with the NSA, and vice versa. This transnational
collaboration creates a ‘jurisdiction-free" zone for intelligence
agencies, effectively undermining the constitutional checks and
balances that are supposed to define a liberal democracy (Milanovic,
2015).

The challenge in democracies is the "Transparency Paradox."
While democratic states claim to be accountable, the "Mosaic Theory"
of intelligence—the idea that even seemingly innocuous data points are
vital when combined—is used to justify keeping surveillance methods
secret. This secrecy prevents the public and the legislature from
engaging in a meaningful debate about the limits of state power. As
democracies increasingly adopt Al-driven "predictive policing” and
"risk scoring," the risk is the emergence of a "soft-autocracy” where the
architecture of democratic law remains, but the lived reality is one of
pervasive, unchallengeable monitoring (Zuboff, 2019).
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3. Corporate Surveillance: The Business Logic of Data

Extraction

The erosion of privacy is not merely a project of the state; it is the
fundamental business model of the contemporary digital economy,
often termed "Surveillance Capitalism." Corporations like Google, Meta
(Facebook), and Amazon have built vast empires by commodifying
human experience as "free raw material" for behavioral prediction and
modification. Through every click, search, and purchase, these entities
extract a "behavioral surplus” that is used to create incredibly accurate
profiles of individual preferences, vulnerabilities, and political leanings.
This data is not just used for advertising but is sold in "prediction
markets" where the goal is to nudge or manipulate consumer behavior
(Zuboff, 2019).

The "data-hungry" nature of corporate surveillance has led to a
"Digital Colonization" of the private sphere. Smart home devices,
wearable fitness trackers, and voice assistants have turned the home—
the historical sanctuary of privacy—into a source of continuous data
extraction. This "ambient surveillance" ensures that there is no "offline"
space for the modern individual. Amazon’s Ring doorbells, for instance,
have effectively turned private residences into a distributed law
enforcement network, where footage is frequently shared with police
departments without the explicit consent of the neighbors being
recorded (Benjamin, 2019).

Corporations also act as "Data Gatekeepers" for the state,
creating a hybrid surveillance model. Through "Geofence Warrants,"
police can demand that Google identify every user who was in a certain
area at a certain time. This turns a private company’s service into a tool
for mass, warrantless dragnets. Because these companies hold more
data than the state could ever legally collect on its own, they have
become essential partners in the surveillance assemblage. The ethical
"Notice and Consent” model fails here, as users are presented with a
“take it or leave it" choice: accept the surveillance or be excluded from
modern social and economic life (Zuboff, 2019).

The role of Data Brokers adds another layer to this corporate
ecosystem. Companies like Acxiom or Experian aggregate data from
disparate sources—ranging from DMV records to "period tracker"
apps—to create scores that determine an individual's "risk" or "value."
These scores can influence whether a person gets a job, insurance, or a
mortgage, often without the individual ever knowing the score exists.
This "shadow profiling" creates a form of "automated discrimination”
where the poor and marginalized are systematically penalized based on
opaque, often biased, data sets (Eubanks, 2018).

Available online at https://publications.socipol.org/index.php/rjs/index


https://publications.socipol.org/index.php/rjs/index

18 REVISTA DE DERECHOS HUMANOS CONTEMPORANEOS 1(1) 2025

Therefore, corporate surveillance fosters a culture of
"Performative Compliance." While companies often tout their privacy
features, their underlying economic incentives favor maximum data
extraction. The "Privacy Policy" is often used as a legal shield rather
than a protection for the user. As Al becomes more integrated into
corporate products, the depth of this surveillance will only increase,
moving from tracking what we do to predicting what we will think. This
represents the ultimate erosion of privacy: the commercialization of
our inner lives for the sake of market efficiency (Harcourt, 2015).

4. The Impact on Trust and Autonomy

The cumulative effect of pervasive state and corporate
surveillance is a catastrophic erosion of individual autonomy.
Autonomy requires a "private space" for the development of thought,
the testing of ideas, and the formation of the self without the pressure
of external judgment. When individuals are aware they are being
watched, they engage in "self-normalization”—the tendency to conform
to perceived norms of behavior to avoid being flagged as "anomalous”
or "suspicious." This psychological pressure effectively narrows the
range of human experience, as the "unobserved life" becomes a luxury
of the past (Roessler & Mokrosinska, 2015).

Surveillance also creates a "Trust Deficit" between the citizen and
the state. A democratic social contract is built on the presumption of
innocence and mutual trust; however, mass surveillance treats every
citizen as a potential suspect. When the state utilizes secret algorithms
to "score" its citizens or monitor their communications, it breaks the
bonds of transparency. This leads to a sense of "digital fatalism," where
individuals feel powerless to protect their data, leading to political
disengagement and the further withdrawal of trust from public
institutions (Lyon, 2018).

The "Chilling Effect" on Freedom of Speech is perhaps the most
quantifiable damage to autonomy. Studies have shown that following
the Snowden revelations, Wikipedia searches for terms related to
terrorism or sensitive political topics dropped significantly. This
demonstrates that surveillance does not just catch "bad actors"; it
silences the curious, the intellectual, and the dissident. In a world of
total visibility, the public sphere becomes a space of "echo chambers"
and performative agreement, as the risk of being "misinterpreted" by an
algorithm outweighs the benefit of original expression (Richards, 2013).

Trust in Private Corporations is similarly compromised. The
realization that apps and platforms are actively working against the
user's interests by harvesting their data has led to a sense of betrayal.
However, because these platforms are essential for modern life, this
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betrayal results in "resigned participation.” This forced dependency on
untrustworthy actors creates a state of "digital anxiety," where
individuals are constantly aware of their vulnerability but feel incapable
of opting out (Zuboff, 2019).

At this context, the erosion of privacy through surveillance leads
to the "Death of Anonymity," which is the cornerstone of civil liberty.
Anonymity allows for the "trial and error” of identity and the safety to
participate in protest or seek sensitive health information without fear
of long-term repercussions. Without anonymity, the individual is
permanently tethered to their past "data exhaust." Reclaiming
autonomy in the 21st century thus requires more than just better laws;
it requires a radical reimagining of our relationship with technology,
prioritizing the right to be "untrackable" as a foundational human right
(Richards, 2013; Macnish, 2017).

E. Reimagining Human Rights Protection in a
Surveillance Society

1. New Rights for the Digital Age: The Emergence of
"Digital Rights"

The inadequacy of 20th-century legal instruments to address
algorithmic harm necessitates the formalization of a new category of
Digital Rights. These are not merely digital "upgrades" to existing
liberties but are rights specifically tailored to the unique vulnerabilities
of the digital subject. Chief among these is the Right to Cognitive
Liberty, which protects individuals from "neuromining" or the use of
surveillance data to manipulate psychological states or subconscious
preferences (Ienca & Andorno, 2017). This right asserts that the inner
workings of the human mind must remain a sanctuary, free from the
"nudge"” of predictive analytics.

Furthermore, a codified Right to Algorithmic Transparency and
Redress is essential to counter the "black-box" nature of modern
governance. As automated systems increasingly determine eligibility
for social services, parole, or employment, individuals must have a
legally enforceable right to understand the logic behind an algorithmic
decision and a meaningful way to challenge it. This shifts the focus from
"data protection" to "decision protection,” ensuring that human agency
is not sacrificed at the altar of computational efficiency (Binns, 2018).

The Right to Disconnection and Anonymity must also be elevated
to a fundamental human right. In a world where digital participation is
often a prerequisite for economic survival, the ability to opt-out
without being penalized is a critical component of freedom. This
includes the "right to a digital exit"—ensuring that an individual can
purge their digital footprint and return to a state of anonymity.
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Recognizing these new categories of rights provides a normative
foundation for challenging the "permanent record" culture that defines
contemporary surveillance societies (Veliz, 2020).

Therefore, international legal scholars are advocating for Data
Sovereignty as a Collective Right. This moves beyond individual
"consent" and recognizes that data generated by communities—
particularly marginalized ones—should be owned and managed by
those communities. This prevents "data colonialism," where powerful
Western corporations or state actors extract data from the Global
South to train Al models that may later be used as tools of repression
or economic exclusion. This collective right ensures that the digital
transition serves human development rather than just capital
accumulation (Taylor, 2017).

2. Redefining Privacy: From Secrecy to Autonomy

The traditional concept of privacy, often defined as "the right to
keep secrets" or "the right to be let alone," is no longer sufficient in an
age of pervasive data extraction. In the digital era, privacy must be
redefined as Information Autonomy—the ability of an individual to
control the flow and context of their personal information across
different social spheres (Nissenbaum, 2010). Privacy is not about hiding;
it is about the power to negotiate one's own identity and to decide
which versions of the "self" are presented to the state, the employer, or
the market.

This redefinition emphasizes Contextual Integrity, arguing that
privacy is violated when information moves from one context (e.g., a
conversation with a doctor) to another (e.g., a data broker's risk profile)
without the subject's consent. By shifting the focus from the content of
the data to the use and flow of the data, this framework addresses the
harm of metadata aggregation. It recognizes that even "public”
information can be private if its large-scale collection and analysis by
Al systems create an intrusive portrait that the individual never
intended to share (Nissenbaum, 2010).

[Image showing the theory of Contextual Integrity: actors,
attributes, and transmission principles]

Furthermore, privacy must be understood as a Social and Political
Good, rather than just an individual preference. When privacy is framed
as a "choice" between security and convenience, the individual is often
pressured to sacrifice it. However, if privacy is viewed as a prerequisite
for a functioning democracy—protecting the space for dissent,
experimentation, and diversity—then the state has an affirmative duty
to protect it, even if individuals are willing to "sell" it for access to
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services. This "public interest" model of privacy places the burden of
protection on institutions rather than the consumer (Cohen, 2012).

Redefining privacy also involves acknowledging the Relational
Nature of Data. Most digital data is not "mine" or "yours" but is
generated between people (e.g., call logs, social media threads).
Therefore, the traditional model of individual consent is functionally
broken. A redefined privacy framework must account for "networked
privacy," where the actions of one individual (like uploading a DNA
profile) can compromise the privacy of their entire social or genetic
circle. This requires a shift toward a "fiduciary" model of data
protection, where those who hold data have a legal "duty of care"
toward everyone impacted by it (Viljoen, 2021).

3. Surveillance Accountability: Holding State and Non-

State Actors Responsible

To curb the abuses of the surveillance assemblage, we must
establish Robust Independent Oversight Mechanisms that operate
beyond the executive branch. Traditional oversight, often conducted by
"secret courts" or internal committees, has proven inadequate for mass
surveillance. Accountability requires "adversarial" oversight—where a
public advocate has the power to challenge surveillance warrants in
real-time—and the mandatory publication of detailed transparency
reports regarding the scale, scope, and impact of state monitoring
(Kaye, 2019).

Holding Non-State Actors accountable requires a move away
from the "Notice and Consent" farce toward strict Corporate Liability
for Human Rights Violations. Corporations that develop and sell
spyware used to target activists, or that provide the infrastructure for
mass facial recognition, must be held legally responsible in their home
jurisdictions. This involves applying "due diligence" standards similar to
those found in environmental or labor law, where tech companies are
required to conduct human rights impact assessments before
deploying new products and are subject to heavy fines or criminal
charges for facilitating state-sponsored repression (Wong, 2020).

Algorithmic Auditing represents a critical technical path toward
accountability. To ensure that Al-driven surveillance does not
automate discrimination, the law should mandate that public and
private entities subject their algorithms to third-party audits for bias,
accuracy, and fairness. These audits must be "content-aware,"
examining not just the code but the training data and the real-world
outcomes of the system. Without "transparency of effect,"
accountability remains a theoretical concept while the material harms
of surveillance continue to accumulate (Eubanks, 2018; Raji et al., 2020).
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Empowering Whistleblowers and Civil Society is essential for
uncovering illegal surveillance practices. The revelations by Edward
Snowden and the Pegasus Project underscore that the most effective
form of accountability often comes from investigative journalism and
leaked documents. International law must provide stronger "asylum
and protection" frameworks for digital whistleblowers who expose
state and corporate crimes. By protecting those who pull back the
curtain on "secret law," we ensure that the public remains the ultimate
judge of the limits of surveillance power (Greenwald, 2014; Macnish,
2017).

4. Global Governance and Regulation: Toward an

International Surveillance Treaty

The transnational nature of data flows demands the creation of
an International Digital Human Rights Treaty. Current frameworks like
the ICCPR are insufficient because they lack specific language
regarding digital intrusion and extraterritorial data sharing. A new
global instrument would harmonize data protection standards, prohibit
"intelligence laundering" through alliances like the Five Eyes, and
establish a "red line" against the most invasive technologies, such as
lethal autonomous weapons and mass real-time biometric tracking
(Milanovic, 2015).

A vital component of global governance is the Regulation of the
Spyware Market. The global trade in dual-use surveillance technologies
is currently a "Wild West," with companies like NSO Group operating
across borders with little accountability. An international regulatory
body, similar to those that monitor chemical weapons or nuclear
proliferation, is needed to track the sale of "zero-day" exploits and
sophisticated hacking tools. This regime would impose sanctions on
companies and states that weaponize these tools against journalists and
human rights defenders (Kaye, 2019; Scott-Railton et al., 2022).

Furthermore, we must address the Digital Sovereignity of the
Global South. Global governance must move beyond "Eurocentric"
models like the GDPR to include the voices and needs of developing
nations. This involves providing technical assistance to build domestic
data protection authorities and ensuring that international digital trade
agreements do not force states to lower their privacy standards. A
"Global Data Justice" framework would prioritize the protection of the
world's most vulnerable populations from being used as "test subjects”
for invasive Northern technologies (Taylor, 2017).
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5. Technological Solutions for Human Rights: Privacy by
Design

While legal frameworks are necessary, technology itself must be
re-engineered to be "privacy-first." End-to-End Encryption (E2EE)
remains the most powerful tool for individual protection, as it ensures
that only the sender and receiver can access the content of a
communication. International human rights law must defend E2EE
against state attempts to mandate "backdoors," recognizing that any
vulnerability created for the police is a vulnerability that can be
exploited by hackers and authoritarian regimes alike (Abelson et al.,
2015).

Decentralization and Edge Computing offer a path away from the
centralized "data silos" of Big Tech. By moving data storage and
processing away from giant servers and back to the individual's device,
we can eliminate the primary targets of state surveillance.
Decentralized social networks and peer-to-peer communication
protocols allow for "networked autonomy," where users can interact
without a central entity harvesting their behavioral surplus. This
"technological secession" from the surveillance assemblage empowers
the individual to reclaim their digital sovereignty (Zuboff, 2019).

The development of Privacy-Enhancing Technologies (PETSs),
such as Differential Privacy and Zero-Knowledge Proofs, allows for the
benefits of data analysis without the need to sacrifice individual
identity. Differential privacy adds mathematical "noise" to datasets,
allowing organizations to extract aggregate trends without being able
to identify specific individuals. Zero-knowledge proofs allow a person
to prove their identity or age without revealing any other sensitive
information. By integrating these tools into the very fabric of our digital
infrastructure, we can build a society that is both data-informed and
privacy-protected (Citron & Pasquale, 2014; Dwork & Roth, 2014).

F. International Legal Responses and Challenges
1. Existing Legal Frameworks: The Role of Treaties and

Bodies

The current international legal response to global surveillance is
characterized by a patchwork of traditional human rights treaties being
retrofitted for the digital age. The UN Human Rights Council (UNHRC)
has taken a leading role, passing landmark resolutions that affirm the
right to privacy in the digital age and appointing a Special Rapporteur
on the Right to Privacy. These mechanisms serve as critical normative
anchors, providing authoritative interpretations of the ICCPR that
clarify state obligations regarding mass data collection. However, the
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UNHRC’s influence is primarily discursive; while it can "name and
shame" violators, it lacks the coercive power to halt intrusive
surveillance programs in real-time (OHCHR, 2021).

In contrast, the European Court of Human Rights (ECtHR) has
developed a more robust, "hard law" jurisprudence. Through cases like
Big Brother Watch v. The United Kingdom, the Court has established that
bulk interception regimes are subject to strict "end-to-end" safeguards,
including independent authorization and ex-post-facto judicial review.
This regional approach has turned the European Convention on Human
Rights (ECHR) into a laboratory for digital rights, setting a "procedural"
gold standard that influences courts worldwide. Yet, even the ECtHR
struggles with the "national security” defense, often granting states a
wide "margin of appreciation" that can dilute the effectiveness of its
rulings (Milanovic, 2015).

The International Telecommunication Union (ITU) represents a
different, more technical facet of international law. As the UN agency
responsible for global telecommunications standards, the ITU is the site
of intense ‘"standard-setting”" battles between democratic and
authoritarian states. While democracies advocate for standards that
protect encryption and open protocols, other regimes push for
"sovereign internet” standards that would bake surveillance capabilities
into the very architecture of 5G and future networks. This shift toward
"governance by infrastructure” means that technical standards are
becoming as influential as formal treaties in determining the future of
global privacy (Kaye, 2019).

Furthermore, the OECD and the Council of Europe (specifically
via the updated "Convention 108+") have attempted to harmonize data
protection standards globally. These frameworks aim to facilitate "safe"
cross-border data flows while ensuring that privacy protections follow
the data. However, the effectiveness of these bodies is often hampered
by the lack of participation from major surveillance powers like China
and Russia, leading to a fragmented global legal order where "privacy
blocks" compete with "surveillance blocks" (Taylor, 2017).

The International Court of Justice (ICJ) remains the most
underutilized body in this sphere. While the ICJ has the potential to
resolve disputes regarding the extraterritorial application of human
rights treaties to foreign surveillance, states have been hesitant to bring
such politically sensitive cases to the Hague. This leaves the most
critical questions of digital sovereignty—such as the legality of
transnational "hacking" by state actors—largely unanswered by the
highest level of international law, resulting in a state of "normative
uncertainty" that benefits the most powerful actors (Milanovic, 2015).
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2. Emerging Norms and Standards: The "Digital Turn" in

Law

As technology outpaces old statutes, a new body of "emerging
norms" is crystallizing around the concept of the Digital Personhood.
The Right to be Forgotten, popularized by the EU’s Google Spain case,
represents a significant shift toward individual "erasure" as a human
right. This norm acknowledges that in a digital world, the "persistence"
of information can be as harmful as its initial collection. By allowing
individuals to request the delinking of outdated or irrelevant personal
data, this norm challenges the "total memory" of the surveillance state
and provides a mechanism for digital redemption (Cate & Mayer-
Schonberger, 2013; Binns, 2018).

Another emerging standard is the Right to End-to-End
Encryption as a prerequisite for the exercise of other human rights.
International bodies are increasingly viewing encryption not as a "dual-
use" threat, but as a "digital lock" that protects the rights to life,
expression, and association for activists and journalists. This norm is
gaining traction through the "Special Rapporteur” reports, which argue
that state-mandated "backdoors" constitute a disproportionate
interference with privacy. This shift marks the beginning of a "Security
through Robustness" paradigm, where the state’s duty to protect its
citizens includes the duty to ensure their digital tools are unhackable
(Abelson et al., 2015; Kaye, 2019).

The concept of Digital Privacy as a "Group Right" is also gaining
momentum. Traditionally, privacy was viewed as an individualistic
"secrecy" right. Emerging norms, however, recognize that data profiling
often targets entire communities (e.g., based on religious or
socioeconomic indicators). Standards for "Group Privacy" would
prevent the state from using "anonymous" aggregate data to stigmatize
or marginalize specific populations, such as through predictive
policing. This normative development is crucial for addressing the
"intersectionality” of surveillance, where ableism, racism, and classism
are automated through data analytics (Taylor, 2017; Eubanks, 2018).

Furthermore, the Norm of Algorithmic Explainability is becoming
a cornerstone of digital due process. As Al systems take over the
"administrative state," there is a growing demand for standards that
require "human-in-the-loop" decision-making and the right to a non-
technical explanation of algorithmic outcomes. This norm is being
integrated into modern domestic laws and is appearing in draft
international frameworks for "Ethical Al," aiming to ensure that the
"rule of law" is not replaced by the "rule of the algorithm" (Binns, 2018;
Australia Human Rights Commission, 2021).
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Therefore, we are seeing the emergence of Digital Sovereignty as
a standard for both individuals and states. This norm emphasizes that
data generated within a territory, or by an individual, should be subject
to the laws and controls of that jurisdiction rather than being
"extracted" by foreign corporate or state powers. While this norm can
be co-opted by authoritarian regimes to justify internet shutdowns, in
its "human-rights" form, it provides a basis for states to protect their
citizens from the extraterritorial reach of the "Five Eyes" or
"Surveillance Capitalism" (Zuboff, 2019; Milanovic, 2015).

3. Challenges in Enforcement: Sovereignty and the Cross-

Border Vacuum

The primary challenge in enforcing digital rights is the
"Jurisdictional Grey Zone" created by the internet’s architecture.
Surveillance today is inherently cross-border; a state can monitor a
target by intercepting data at an undersea cable landing point in a
foreign country or by hacking a server located in a "third-party"
jurisdiction. International law remains heavily "territorial," making it
difficult to hold a state accountable for rights violations committed
against foreigners outside its borders. This "sovereignty gap" allows
intelligence agencies to operate with a degree of impunity that would
be impossible in the physical world (Milanovic, 2015).

Competing National Interests further stymie enforcement
efforts. Most states—including democracies—prioritize "National
Security” and "Counter-Terrorism" over the universal application of
human rights. This creates a "double standard" where Western states
condemn surveillance in the Global South while maintaining their own
"bulk collection" programs. Because there is no international "Privacy
Police," enforcement relies on the voluntary compliance of states or the
political will of regional bodies. When security imperatives are invoked,
judicial oversight often becomes "deferential," effectively insulating the
surveillance apparatus from legal accountability (Greenwald, 2014;
Lyon, 2018).

The Anonymity of Modern Spyware also presents a massive
evidentiary challenge. Advanced tools like Pegasus leave almost no
trace of their presence, making it extremely difficult for victims to
prove they were surveilled or to identify the specific state responsible.
Without a clear "attribution" of the attack, the traditional human rights
‘remedy" process cannot begin. This "technical invisibility" serves as a
permanent shield for state actors, allowing them to engage in
"asymmetric surveillance” where they know everything about the
victim, but the victim knows nothing about the state’s intrusion (Scott-
Railton et al., 2022).
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Furthermore, the Public-Private Assemblage complicates
enforcement. When a state "outsources" its surveillance to a private
company or purchases data from a corporate broker, it creates a layer
of "plausible deniability." Private companies often claim they are not
"state actors" and are thus not bound by human rights treaties, while
states claim they are merely consumers of a commercially available
service. This "accountability laundering” exploits the weaknesses of a
legal system that was designed to monitor a clear distinction between
the "public" and the "private" (Zuboff, 2019; Wong, 2020).

At this context, there is the challenge of "Regulatory Arbitrage."
Tech companies and surveillance firms can simply move their
headquarters or data servers to "privacy havens'—jurisdictions with
weak data protection laws and no extradition treaties. This creates a
"race to the bottom," where global surveillance networks can exploit the
weakest link in the international legal chain. Without a truly universal
and enforceable "Global Digital Treaty," any local victory for privacy
(like the GDPR) is at risk of being bypassed by the global nature of the
digital economy (Taylor, 2017; Cate & Mayer-Schonberger, 2013).

4. The Role of Civil Society: Pushing for a New Legal

Frontier

In the face of state and corporate entrenchment, Civil Society
Organizations (CSOs) have become the "norm entrepreneurs" of the
digital age. NGOs like Privacy International, Amnesty International, and
the Electronic Frontier Foundation (EFF) act as the primary watchdogs
of the surveillance state. Through "Strategic Litigation," these groups
bring high-profile cases before domestic and international courts,
forcing a public debate on secret surveillance programs that would
otherwise remain hidden. By translating complex technical intrusions
into the language of human rights law, CSOs provide the "legal
innovation" necessary to challenge the state's narrative (Kaye, 2019).

Investigative Journalism and Whistleblowing are the lifeblood of
civil society’s efforts. The work of the Citizen Lab at the University of
Toronto, which pioneered the forensic analysis of spyware on activists'
phones, has been more effective at "enforcing” norms than many formal
legal bodies. By providing empirical proof of "Pegasus" infections, they
have triggered parliamentary inquiries and corporate sanctions.
Similarly, whistleblowers like Edward Snowden or the "Facebook
Whistleblower" Frances Haugen have provided the "internal evidence"
required to move the public and legislators toward more stringent
regulations (Greenwald, 2014; Scott-Railton et al., 2022).

CSOs also play a vital role in Technical Advocacy and "Counter-
Surveillance" Development. Activist movements are not just fighting in
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court; they are building the tools of resistance. By promoting the use of
Signal, Tor, and other Privacy-Enhancing Technologies (PETSs), civil
society is creating a "digital sanctuary” for marginalized populations.
This "bottom-up" protection ensures that even if the law fails,
individuals have the technical means to defend their own dignity. This
"dual strategy"—fighting for better laws while building better tools—is
the hallmark of modern digital rights activism (Macnish, 2017; Richards,
2013).

Furthermore, civil society is crucial for Mainstreaming "Data
Justice". Activist movements like Black Lives Matter and indigenous
rights groups have highlighted how surveillance is used as a tool of
"racial capitalism” and colonial control. By centering the experiences of
the "most surveilled," these groups ensure that new legal frameworks
do not just protect the privacy of the elite, but address the structural
harms of "automated inequality." This intersectional approach has
shifted the debate from a narrow focus on "privacy" to a broader
demand for "justice" in the digital age (Eubanks, 2018; Benjamin, 2019).

CSOs act as the Global Conscience during international
standard-setting meetings at the ITU or UN. By securing "observer
status," they ensure that human rights are not ignored in the technical
debates over 5G or Al Through "Transparency Campaigns," they
pressure corporations to publish "Human Rights Impact Assessments"
and to adopt ethical "Codes of Conduct." While civil society lacks the
"power of the sword," its "power of the word"—and its ability to mobilize
public opinion—remains the most potent force for reimagining human
rights in a surveillance society (Kaye, 2019).

G. Case Studies and Comparative Analysis

1. The EU’s GDPR and the "Rights-Based" Paradigm

The General Data Protection Regulation (GDPR) represents the
most sophisticated regional attempt to codify digital dignity, moving
away from a market-centric view of information toward a "Rights-
Based Theory." This framework treats data protection as an inalienable
component of human personality, grounded in the Kantian notion that
individuals should never be treated merely as a means to an end (i.e.,
data points for profit or control). Central to this is Article 5, which
establishes the principles of purpose limitation and data minimization.
These are legal embodiments of Helen Nissenbaum’s theory of
"Contextual Integrity," which posits that privacy is not about total
secrecy, but about the appropriate flow of information within specific
social spheres.

A deep legal analysis reveals that the GDPR seeks to dismantle the
"information asymmetry" described by Joseph Turow, where
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corporations know everything about the consumer while the consumer
knows nothing about the corporation’s logic. By mandating Article 15
(Right of Access) and Article 22 (Automated Decision-Making
protections), the GDPR attempts to restore human agency. Under
Article 22, individuals have the "right not to be subject to a decision
based solely on automated processing," which effectively challenges the
"black-box" society where algorithms determine life chances without
human oversight or a "right to an explanation."

However, the effectiveness of the GDPR is frequently
undermined by its internal "State of Exception." Article 23 allows
Member States to restrict these fundamental rights for the sake of
"national security" or "public security." This creates a legal "bifurcation”
where the citizen is a "protected subject" in the marketplace but a
"transparent object" to the state's intelligence apparatus. This mirrors
Carl Schmitt’'s theory of sovereignty, where the state maintains the
power to suspend the law to "protect” the law, leading to what Giorgio
Agamben describes as a "biopolitical" reality where the state exerts total
control over the "digital life" of its subjects.

Furthermore, the introduction of the "Right to be Forgotten"
(Article 17) serves as a normative correction to the "eternal digital
memory" theorized by Viktor Mayer-Schonberger. In his work Delete,
he argues that human society historically functioned because of the
"natural" act of forgetting, which allowed for social forgiveness and
individual evolution. By legislating the right to request the erasure of
personal data, the EU is attempting to prevent "digital predestination,”
where an individual's past—no matter how irrelevant—permanently
dictates their future possibilities in the eyes of state and corporate
algorithms.

the GDPR acts as a "normative export" through what scholars call
the "Brussels Effect." Because the EU is a massive market, global
corporations often adopt GDPR standards as their global default,
effectively "globalizing" European privacy norms. This challenges the
neoliberal "Surveillance Capitalism" model defined by Shoshana Zuboff,
which views human experience as free raw material for extraction. By
placing a "price" on privacy violations through massive fines (Article 83),
the GDPR attempts to force a market correction that prioritizes human
rights over the "extraction logic" of the digital economy.

2. China's Social Credit System and "Algorithmic

Paternalism"
China's Social Credit System (SCS) represents a radical departure
from Western liberal legalism, operationalizing a model of "Algorithmic
Paternalism" designed to ensure total social harmony through
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technological mediation. This system functions as a digital realization
of Jeremy Bentham’s "Panopticon”, as interpreted by Michel Foucault.
The SCS does not merely watch; it seeks to transform the subject. By
assigning a "trustworthiness" score based on a synthesis of financial
records, social media interactions, and real-time biometric behavior,
the state creates an environment where the "gaze" is internalized,
leading to a state of permanent self-correction and political conformity.

Legal analysis of the SCS highlights a profound tension with the
Right to Freedom of Movement (Article 13, UDHR) and Due Process.
Under the "Joint Punishment" mechanism, individuals with low scores
can be banned from purchasing high-speed train tickets or air travel,
often without a clear judicial path to appeal. This represents a shift from
"rule of law" to "rule by data,” where administrative penalties are
automated and preemptive. From a theoretical perspective, this is what
Rogier Creemers calls "high-tech Maoism," where digital tools are used
to achieve the traditional goal of mass mobilization and social ordering
through "comprehensive management."

The system also fundamentally challenges the concept of Political
Expression. In China, "trustworthiness" (Chengxin) is defined by the
state as alignment with government narratives and social stability.
Consequently, behavior that might be considered "legitimate dissent" in
a democracy—such as complaining about local corruption on social
media—can result in score deductions. This creates a "digital leash,"
where the exercise of one's political voice is directly tied to one's
material quality of life, effectively commodifying civil liberties and
subordinating them to the "collective" interests defined by the ruling
party.

Scholars like Flora Sapio argue that the SCS must be understood
through the lens of Chinese Legalism (Fajia), which prioritizes the
"power of position" and the use of rewards and punishments to govern.
Unlike the Western focus on individual rights, this philosophical
framework views the individual as a cell within a larger organism.
Privacy, in this context, is not a "natural right" but a potential "hiding
place" for social instability. Therefore, the total transparency of the
citizen is viewed not as a violation of dignity, but as a prerequisite for a
"well-governed" society where "bad" actors are naturally filtered out.

Lastly, the SCS demonstrates the emergence of "Instrumentarian
Power." As Shoshana Zuboff posits, this is a power that seeks to know
and shape human behavior for the sake of "order" and "certainty." By
eliminating the "right to be unpredictable," the SCS aims to create a
frictionless society. This has global implications; as China exports the
underlying technology of the "Safe City" and the "SCS," it also exports a
normative framework that treats surveillance as a benevolent tool of
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governance, providing an attractive "techno-authoritarian" blueprint
for other regimes seeking to bypass the complexities of democratic
accountability.

3. Mass Surveillance and Dissent in the U.S. and the UK

Mass surveillance in the United States and the United Kingdom
operates under the guise of "Democratic Oversight," yet it frequently
functions as a tool for the suppression of political dissent. The Edward
Snowden revelations regarding the NSA’s PRISM and UPSTREAM
programs exposed a reality where "targeted" surveillance had been
replaced by "bulk collection.” Legal analysis of FISA Section 702 reveals
a "Backdoor Search" loophole, where the state can search the
"incidentally” collected data of its own citizens without a warrant. This
practice fundamentally undermines the Fourth Amendment (U.S.) and
Article 8 of the ECHR (UK), transforming the "Presumption of
Innocence" into a "Presumption of Permanent Suspicion."

The theoretical impact of this surveillance is best described as
the "Chilling Effect", a concept analyzed deeply by Neil Richards.
Richards argues that surveillance is "the enemy of intellectual privacy,"
which is the necessary condition for freedom of thought. When
activists—such as those in the Black Lives Matter or Extinction
Rebellion movements—know they are being monitored by "Stingray"
cell-site simulators or facial recognition, they undergo a psychological
shift. They become less likely to organize, less likely to speak boldly, and
more likely to withdraw from the public sphere to avoid the risk of being
"flagged" or harassed by law enforcement.

Furthermore, the surveillance of whistleblowers like Julian
Assange and Chelsea Manning illustrates the "Power Asymmetry
Theory." As Daniel Solove argues in Nothing to Hide, the real danger of
surveillance is not just the "invasion" of secrets, but the "aggregation" of
data that gives the state an "unbalanced power" over the individual. This
"informational advantage" allows the state to selectively leak or
decontextualize data to discredit dissidents, effectively conducting
"character assassination" through metadata. In this way, surveillance
becomes a form of "soft repression” that silences opposition without
the need for physical violence.

In the UK, the Investigatory Powers Act 2016 (the "Snooper’s
Charter") codifies the state's power to demand "bulk warrants" for
metadata. Legal scholars like David Omand have defended this as
"principled spying," yet critics argue it fails the Proportionality Test.
Under the theory of "Liquid Surveillance" by Zygmunt Bauman and
David Lyon, surveillance in these societies has become "seeping" and
ubiquitous, flowing into every digital interaction. Because the state now
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relies on "Private-Public Partnerships,” where tech giants provide the
"eyes and ears” of the law, the traditional constitutional barriers
between the citizen and the state have become functionally porous.
The use of Predictive Policing and "Risk Scoring" in Western cities
introduces a form of "Automated Inequality,” as termed by Virginia
Eubanks. By feeding surveillance data into algorithms to predict "crime
hotspots" or "potential offenders," the state often reinforces existing
racial and socioeconomic biases. This creates a "feedback loop" where
marginalized communities are over-surveilled, leading to more arrests,
which then feeds back into the algorithm to justify further surveillance.
This "algorithmic incarceration” of the poor demonstrates that even in
democracies, surveillance is often used to manage "disorderly”
populations rather than to protect the universal rights of all citizens.

4. Comparative Analysis: Lessons for Global Frameworks
The comparison between these three models—the EU’s Rights-
Based, China’s State-Centric, and the U.S./UK Security-Centric
approaches—reveals a fragmented global landscape with competing
definitions of "Human Rights." While the EU attempts to prioritize
Dignity, China prioritizes Stability, and the U.S. /UK priority is Security.
This fragmentation creates a "Transnational Regulatory Vacuum" where
data can be "laundered” through the weakest jurisdiction. The lesson
for future global frameworks is that "Procedural Transparency"
(knowing that you are being watched) is insufficient; we require
"Structural Accountability” (the ability to stop the watching).

TABLE 1. Comparative on EU, China, US and UK Model

Feature EU Model China Model U.S./UK Model
Philosophical Kantian Dignity =~ Legalism / Liberal Realism
Basis / Autonomy Social Harmony  / Security
Primary Legal GDPR / ECHR Social Qredit frixsiés{iga tory
Tool Regulations p A

owers Act
Relationship to Protected Suppressed Chilled
Dissent (Theoretically) (Categorically) (Functionally)
View of the Sovereign Agent  Social Cell with ~ Potential Risk to
Digital Subject with rights obligations be managed

Drawing on the "Data Justice" framework of Linnet Taylor, a
future global human rights order must move beyond the "individual
consent" model, which is fundamentally broken in the age of Big Data.
Instead, global norms should focus on "Non-Discrimination by Design"
and "Positive Obligations" for states to protect the "digital integrity" of
their citizens. To prevent a "race to the bottom," international law must
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treat Mass Surveillance as a Per Se Violation of the right to privacy,
shifting the burden of proof to the state to justify any intrusion under
the strictest standards of "Strict Scrutiny."

In further, as Julie Cohen argues in Between Truth and Power, the
"Biopolitical State" must be replaced by a "Legal Architecture of
Autonomy." This requires global treaties that not only regulate data but
also regulate the Architecture of the Internet itself—protecting end-to-
end encryption and decentralized protocols. By ensuring that "Privacy
is the Default," international law can provide a universal shield that
transcends the competing geopolitical interests of superpowers,
reclaiming the digital sphere as a space for human liberation rather
than total visibility.

H. Recommendations for Reimagining Human Rights in

the Surveillance Era
The persistent expansion of the global surveillance apparatus
necessitates a shift from reactive legal measures to proactive,
multidimensional safeguards. To ensure that human rights remain the
cornerstone of the digital age, a comprehensive strategy involving
international cooperation, institutional oversight, public
empowerment, and technical fortification is required.

1. Strengthening International Cooperation: Toward a

Universal Framework

The cross-border nature of data flows and the global trade in
surveillance technologies render purely national responses insufficient.
There is an urgent need for a Universal Digital Privacy Framework,
potentially modeled after the "Convention 108+" or the proposed UN
Global Digital Compact, which aims to harmonize data protection
standards globally. Such a framework must move beyond voluntary
guidelines to establish binding international norms that prohibit
"intelligence laundering"—the practice of states bypassing domestic
privacy laws by receiving data from foreign allies (Milanovic, 2015).

International collaboration should also focus on the Regulation of
Dual-Use Technologies. By creating an international monitoring body—
similar to the IAEA for nuclear energy—the global community can track
the proliferation of military-grade spyware and ensure that these tools
are not exported to regimes with a history of targeting human rights
defenders (Kaye, 2019). Strengthening multilateral adequacy decisions
ensures that privacy protections "follow the data" across jurisdictions,
preventing the emergence of surveillance havens.

The harmonization of these laws requires a "Global Data Justice"
approach, which recognizes that data protection is not a Western
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luxury but a universal necessity. This involves providing technical
assistance to the Global South to build robust domestic data protection
authorities, ensuring that international digital trade agreements do not
force states to lower their privacy standards in a "race to the bottom"
(Taylor, 2017). A unified global standard would prevent "regulatory
arbitrage," where tech firms migrate to jurisdictions with the weakest
protections to exploit user data.

Furthermore, international treaties must address the
Extraterritorial Reach of surveillance. Current frameworks like the
ICCPR rely on a territoriality principle that is increasingly obsolete in a
world of cloud computing and undersea cables. A modernized treaty
would establish that states have human rights obligations toward
individuals whose data they access, regardless of that individual’s
physical location (Milanovic, 2015). This would provide a legal basis for
individuals to seek redress in foreign courts when their rights are
violated by external state actors.

Strengthening cooperation involves the creation of a Global
Digital Rights Watchdog. This entity would be tasked with investigating
large-scale data breaches and state-sponsored cyber-espionage. By
centralizing the reporting of surveillance abuses, the international
community can move toward a system of collective sanctions against
states that utilize technology to systematically erode democratic
norms. This institutionalized accountability is the only way to counter
the "surveillance as a service" economy that currently thrives on state-
sponsored secrecy.

2. Enhancing Transparency and Oversight: Independent

Guardrails

To prevent the abuse of surveillance powers, transparency must
be treated as a mandatory procedural requirement rather than a
discretionary choice. States and corporations should be required to
publish Annual Transparency Reports that detail the number of data
requests received, the legal basis for such requests, and the volume of
individuals impacted. This "Radical Transparency" model allows civil
society and auditors to measure the proportionality of state intrusion
and identify systemic biases in algorithmic policing.

Beyond transparency, Independent Oversight Bodies with
technical expertise must have the power to conduct real-time audits of
surveillance systems. Traditional judicial oversight is often hindered by
the "national security" exception; therefore, it is recommended to
establish Public Privacy Advocates within secret courts (such as FISA)
to provide an adversarial counter-perspective. Furthermore, under the
EU Al Act, "High-Risk AI' systems must undergo mandatory
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Fundamental Rights Impact Assessments (FRIA) before deployment to
ensure that automated surveillance does not lead to discriminatory
outcomes (European Union, 2024).

The concept of "Technological Due Process" must be integrated
into the administrative state. This requires that any automated
decision-making system used by the government be fully explainable
and subject to human review. The "black-box" nature of modern Al
surveillance makes it impossible for individuals to know why they have
been flagged as a threat. By mandating algorithmic transparency, the
law ensures that the "right to an explanation” is not sacrificed for the
sake of computational speed or efficiency (Binns, 2018).

Additionally, oversight must extend to the Private Sector's Role
as a state deputy. Corporate entities that facilitate state surveillance—
either by providing "backdoors" or by selling bulk datasets—must be
subject to the same human rights obligations as the state itself. We
recommend the adoption of a "Fiduciary Model" of data governance,
where corporations are legally required to act in the best interests of
the data subjects. Violations of this duty should result in severe
corporate liability, including the revocation of licenses to operate in
critical digital infrastructure sectors (Zuboff, 2019; Viljoen, 2021).

Lastly, a robust oversight regime must protect Whistleblowers
and Investigative Journalists. As demonstrated by the Pegasus Project,
the most effective form of accountability often comes from those who
expose the inner workings of secret programs. International law should
provide a "Safe Harbor" for those who disclose illegal or
unconstitutional surveillance practices in the public interest. By
protecting the messengers of transparency, society ensures that the
"secret law" of intelligence agencies remains subject to the light of
public and judicial scrutiny.

3. Promoting Digital Literacy and Empowerment:
Reclaiming Agency

Human rights protection is not only a top-down legal process but
also a bottom-up social movement. Digital Literacy must be redefined
as a fundamental skill, encompassing not just technical proficiency but
a deep understanding of Digital Rights. Education systems should
prioritize "Privacy Literacy," teaching individuals how to recognize
"dark patterns" in consent interfaces and understand the long-term
implications of their digital footprints.

Empowerment also requires the development of User-Centric
Rights Tools. Legal frameworks are increasingly empowering
individuals through the Right to Data Portability and the Right to be
Forgotten. By simplifying the process for individuals to access, rectify,
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or delete their data across multiple platforms, we can reduce the
"power asymmetry" between the data subject and the data controller.
Strategic investment in community-led innovation labs further allows
marginalized groups to shape their own digital futures.

The psychological aspect of empowerment cannot be ignored.
We must counter the "Privacy Paradox"—where individuals claim to
value privacy but continue to trade it for convenience—by making
privacy-preserving choices the default. Behavioral economics suggests
that "nudging" users toward secure settings can drastically reduce the
efficacy of mass data harvesting. Promoting "Digital Hygiene" as a social
norm reduces the overall "data exhaust" available for exploitation by
both hackers and state-sponsored surveillance (Véliz, 2020).

Furthermore, empowerment involves the Collective Action of
digital subjects. Individual "consent” is a weak barrier against the
massive computational power of Big Tech. We recommend the
formation of "Data Trusts" or "Data Cooperatives," where individuals
pool their data rights and authorize a trusted third party to negotiate
on their behalf. This collective bargaining power allows citizens to
demand better privacy protections and more ethical data usage from
platforms that would otherwise ignore individual complaints (Viljoen,
2021).

Empowerment requires a global effort to bridge the Digital
Divide. Surveillance is most effective against those who lack the
resources to protect themselves. By providing affordable access to
encrypted communication tools and training for marginalized
communities, we can prevent the emergence of a "two-tier" privacy
society where the wealthy enjoy anonymity while the poor are subject
to constant, automated monitoring. Digital empowerment must be seen
as an essential component of the broader struggle for social and
economic justice (Eubanks, 2018).

4. Technological Solutions for Privacy: Security by Design

Legal protections must be reinforced by an architecture of
"Privacy by Design." End-to-End Encryption (E2EE) remains the most
effective technical shield for human rights, and its legal protection
should be absolute. Attempts to mandate "backdoors" for law
enforcement are fundamentally incompatible with digital sovereignty,
as they create vulnerabilities that can be exploited by any malicious
actor (Abelson et al., 2015). International standards should recognize
E2EE as a prerequisite for the exercise of the rights to expression and
association.

[Image comparing end-to-end encryption with "backdoor” or
client-side scanning vulnerabilities]
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Furthermore, the adoption of Privacy-Enhancing Technologies
(PETs)—such as Differential Privacy, Homomorphic Encryption, and
Zero-Knowledge Proofs—should transition from optional best practices
to regulatory expectations for high-sensitivity data. These technologies
allow for the benefits of data analysis without revealing the identity of
individual subjects. Additionally, exploring Decentralized Data Storage
through blockchain or "Personal Data Stores" can eliminate the
centralized silos that currently act as "honey pots" for mass surveillance
and data breaches (Zuboff, 2019).

The implementation of Zero-Knowledge Proofs (ZKPs) is
particularly promising for identity management. ZKPs allow a user to
prove they possess a certain attribute (e.g., they are over 18, or they are
a citizen) without revealing the underlying data to the verifier. This
"Privacy-First Identification” would allow the state to provide services
while remaining blind to the specific movements or identities of its
citizens, fundamentally breaking the link between social participation
and state visibility (Dwork & Roth, 2014).

Moreover, we must encourage the development of Open-Source
Surveillance Auditing Tools. By making the software used for public
monitoring open to inspection, the community can verify that these
tools do not contain "hidden features" for unauthorized tracking. A
"Public Interest Technology" movement would mobilize engineers to
build systems that prioritize individual privacy over behavioral
extraction, effectively "de-coding" the surveillance capitalism logic
from our digital infrastructure (Benjamin, 2019).

Lastly, the future of privacy lies in Hardware-Level Protections.
We recommend the mass production of devices with physical "kill
switches" for microphones and cameras, as well as processors that
include secure enclaves for the storage of biometric data. By physically
separating sensitive data from the operating system, we can protect
users from even the most sophisticated remote-access spyware.
Technology should not just be a tool for surveillance; it must be re-
engineered to be the primary defense of human dignity (Abelson et al.,
2015).

I. Conclusion
1. Summary of Key Findings

This analysis has demonstrated that the traditional human rights
framework, primarily codified in the analog era of the 20th century, is
fundamentally strained by the pervasive and invisible nature of 21st-
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century surveillance. The core pillars of Privacy, Freedom of
Expression, and Due Process are no longer effectively shielded by
physical boundaries or domestic laws alone. We have explored how the
shift from targeted interception to "bulk collection" has transformed
the individual from a sovereign agent into a mere data object within a
global ‘surveillance assemblage." The inadequacies of current
international treaties—specifically regarding metadata, extraterritorial
jurisdiction, and algorithmic opacity—necessitate a radical reimagining
of "digital personhood.” A new framework must recognize digital
privacy not as an optional preference, but as an essential enabler of
human dignity and autonomy in a hyper-connected world.

2. Call for Reform: The Urgency of Adaptation

The speed of technological evolution is currently outstripping the
pace of legislative reform, creating a "regulatory gap" that state and
corporate actors continue to exploit. We are at a critical juncture where
the "normalization” of surveillance threatens to permanently erode the
democratic public sphere. There is an urgent need to transition from
reactive, sectoral regulations (like the GDPR) to a Universal Digital
Human Rights Treaty that addresses the systemic nature of digital
intrusion. Legal protections must be coupled with "Privacy by Design"
mandates and robust, adversarial oversight to ensure that national
security imperatives do not serve as a permanent "state of exception"
for the suspension of individual liberties. Without immediate and
coordinated reform, the digital cage will continue to tighten, silencing
dissent and narrowing the range of human experience through
algorithmic conformity.

3. Future Research Directions
As we look toward the horizon of the digital era, several areas
require urgent scholarly and legal investigation:

1) The Intersection of Al and Bio-Surveillance: Research is needed
into how the integration of generative Al with biometric and
neurological data affects "cognitive liberty" and the right to
mental privacy.

2) Post-Territorial Governance Models: Future studies should
explore new models for international governance that can
effectively regulate "borderless” data flows and hold
transnational tech corporations accountable as "quasi-
sovereign" entities.

3) The Ethics of Automated Redress: Investigating the potential
for automated systems to provide "remedy at scale” for mass
data breaches and algorithmic discrimination, ensuring that the
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"right to a remedy" remains functional in a high-speed digital
economy.

4) Data Sovereignty for Marginalized Groups: Further inquiry into
how "Data Justice" frameworks can protect the Global South
and indigenous communities from "data colonialism" and
exploitative extraction.
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